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Need Enterprise Experience…



… on a beer budget



Saving 
Money
Takes 
Time!



… because the Bad Guy only needs one way in

Continuous Monitoring vs. Continuous Assurance

feeling confident about the state of your business operations and data



Where to Start

What should I do to protect my [home/business]?

● Frameworks Prioritized by Threats:
○ NIST Cybersecurity Framework (v1.1)
○ CIS Controls (v7.1)

● Identify What’s Important to Protect
○ CIS Controls: “You must still understand what is critical to your business, data, systems, 

networks, and infrastructures, and you must consider the adversarial actions that could impact 
your ability to be successful in the business or operation.”

○ Any regulations that apply? PCI, HIPAA, OSHA?





● Documentation
○ What are we protecting
○ Client Policies - descriptions of what the system should look like and how the system (and the 

users!) should behave

● Data
○ Hardware Sensors/TAPs - gather network data
○ Software Agents - gather system data

● Data Storage - securely store data
● Data Transport - securely get data from the client’s systems back to yours
● Analysis Servers - out-of-band place to run analytics on the data
● Analytics - what to look for in the data

Components of a Continuous Monitoring System
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The Boring but Important
Written Details

Best Practices Require Documentation! Some examples:
● NIST CSF -

○ ID.AM - Inventory of hardware, software, external systems, data flows
○ PR.PT - Locations of audit logs are documented and reviewed
○ DE.DP - Detection processes are documented
○ RS.RP - Incident response plan documented
○ RC.RP - Recovery plan documented

● CIS Control 5.1 “Establish Secure Configurations - Maintain documented 
security configuration standards for all authorized operating systems and 
software.”



Work-in-Progress!



Goals

Regulatory Compliance (mostly HIPAA):
Documentation! Two clients have nothing for the technical rule!
One client cares especially about current Windows Updates and Anti-Virus

CIS Control 1 - Inventory & Control of Hardware Assets

CIS Control 2 - Inventory & Control of Software Assets

CIS Control 3 - Continuous Vulnerability Management

RMM - Are the systems up? What IPs are they at?



The Architecture



Documentation - Surety

Written in Markdown
Rendered as HTML





OpenWRT as a Hardware Sensor, Router, VPN

@ BSides Augusta 2018
http://bit.ly/2DBB1O4 

http://bit.ly/2DBB1O4


OpenWRT - GL.iNet GL-AR750 Travel Router



The Architecture



Data Collection at the Device

Data Collected:

● Netflow (using softflowd)
● DNS queries
● Full PCAP (using daemonlogger)
● Syslog (DHCP, Wireless)
● ARP (IPs/MACs)

Planned Collection:

● Wireless Surveys,
Rogue AP Detection



Sample Data Collection - ARP, DHCP Leases

#!/bin/sh

TMPDIR="/data/log"
DESTDIR="/data/pickup"

if [[ -f /proc/net/arp ]]; then
FNPREFIX="arp"
BASEFN="${FNPREFIX}_`date +%Y%m%d_%H%M%S`.log"
cat /proc/net/arp > "$TMPDIR/$BASEFN"
mv "$TMPDIR/$BASEFN" "$DESTDIR/$BASEFN"
fi

if [[ -f /tmp/dhcp.leases ]]; then
FNPREFIX="dnsmasqdhcp"
BASEFN="${FNPREFIX}_`date +%Y%m%d_%H%M%S`.log"
cat /tmp/dhcp.leases > "$TMPDIR/$BASEFN"
mv "$TMPDIR/$BASEFN" "$DESTDIR/$BASEFN"
fi



VPN Server

Hosted on Google Compute Engine

Google’s Container-Optimized OS -
semi-immutable Linux image optimized for running Docker containers



A Quick Intro to 

Rent storage and computer and pay for only what you use. All hardware 
maintenance is abstracted away. Some software maintenance is too.

AWS and Azure both have similar options and similar “freebies”

Free Trial (with credit card) - 12 Months - $300 free credit

Some “Always Free” services:
● Google Compute Engine: 1 micro instance with 30 GB HDD
● Google Cloud Storage: 5GB
● Google Cloud Source Repositories: private git repos for <=5 users & <50GB



Data Transport to Analytic Server

2 Methods:

1) Pull (via ssh to endpoint)
Using Apache NiFi in
a Docker container

2) Push/pull using Surety





Analytics - Surety

What if the 
documentation and 
analytics could live 
together?

Jupyter Notebook 
does something like 
this for data 
exploration & the data 
science community



Analytics - Surety
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What’s next?

● Surety Improvements
○ Surety as online web app
○ Small, python-based endpoint agent to pull code, run it, push result back to server
○ History - look back at previously stored values

● Move all NiFi-pulled data to Surety (then all data collected will be documented 
and stored in same place!)
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Like what you saw? Want to join me?
Contact me!

@SpotlightCybsec


